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1
Decision/action requested
This contribution gives an overview of the proposed interim agreements and the Tdoc numbers of the related pCRs.
2
Proposals
Nokia proposes the following set of agreements on the security architecture for 5G phase 1. We refer to the number of the key issue. 
Overview of agreements proposed in the pCRs:
The following gives an overview of the proposed agreements, sometimes shortening the text. In case of doubt, the valid text is the one in the pCR.

1.1  Overview of the security architecture: This is a largely editorial effort and can be added once the work on the security architecture is nearing completion. 
1.2   There is a need for a security anchor, the SEAF, used for all kinds of access network. The SEAF and the AMF are co-located.

1.3  UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1. It shall be possible to negotiate the use of UP integrity between 5G UEs and 5G networks in 5G phase 1. When UP integrity is terminated in the RAN then it shall be possible to negotiate the use of UP integrity separately per DRB.
1.4  UP confidentiality is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1. It shall be possible to negotiate the use of UP confidentiality between 5G UEs and 5G networks in 5G phase 1. When UP integrity is terminated in the RAN then it shall be possible to negotiate the use of UP integrity separately per DRB.
1.5  CP integrity is mandatory to support and use by 5G UEs and 5G networks in 5G phase 1. There shall be a single NAS integrity termination point.
1.6  CP confidentiality is mandatory to support and recommended to use by 5G UEs and 5G networks in 5G phase 1. (Regulatory restrictions may apply.) There shall be a single NAS confidentiality termination point. 
1.7  Key hierarchy: the work on key hierarchy should be continued only after agreemens have been reached on other architectural questions, including UP security termination, co-location or separation of AMF and SEAF, existence of SEAFin the home network, AUSF in the serving network.
1.8  UEs with Asymmetric Keys: Nokia has a view on this issue and will present it in the discussions, but prefers to wait with the exact formulation of the agreements until the discussions at SA3#86bis have taken place.
1.9  Confidentiality and integrity are mandatory to support on N2. Their use is mandatory unless N2 is secured by physical means.
1.10  Confidentiality and integrity are mandatory to support on N3. For deployments where UP security terminates in the RAN, their use is mandatory unless N3 is secured by physical means.
1.11  For the CN-CN control plane, the principles of Network Domain Security, as described in 3GPP TS 33.210, shall apply. 
1.12  For the CN-CN user plane, no cryptographic protection is is standardized (same as in EPS).
1.13  No security features or procedures need to be introduced or modified in 5G phase 1 for addressing low latency requirement in particular.
1.14  In 5G phase 1, all serving core network functions reside in a secure location. 

1.15  Termination point of UP security is in the RAN, and only there. 

1.16  User plane protection granularity: To be agreed after agreements on the other issues have been reached.

1.17  On-demand security policy: To be agreed after agreements on the other issues have been reached.

1.18  Flexible security policies negotiation in control plane: To be agreed after agreements on the other issues have been reached.

1.19  Untrusted non-3GPP access: solution shall be based on S3-170663, 664, 665 submitted to the present meeting.
1.20  Trusted non-3GPP access: not in scope of phase 1. 

Overview of pCRs: 

There are pCRs in companion contributions to capture the proposed agreements in TR 33.899 as follows: 

· S3-170635 covers key issue 1.2, related discussion can be found in S3-170636
· S3-170637 covers key issues 1.3 – 1.6 (general)
· S3-170639 covers key issues 1.5 – 1.6 (NAS security termination), related pCR is in S3-170638
· S3-170640 covers key issue 1.9-1.10

· S3-170641 covers key issue 1.11-1.12

· S3-170642 covers key issue 1.13
· S3-170643 covers key issue 1.14

· S3-170644 covers key issue 1.15

· S3-170645 covers key issues 1.19 and 1.20
